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UAV for Autonomous Target Tracking

❖ Drone can perform autonomous tracking powered by advanced AI 

models (Age of Physical AI)

❖ Commercial Products (Personal Photography and Vlogging)

❖ Other usage

➢ Law Enforcement, Border Protection, and Disaster Relief

➢ Illegal Stalking & Harassment
Commercial Product: DJI Active Track Demo

Surveillance Drones for Law enforcement Drones for Illegal Stalking
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Attacking UAVs for Autonomous Target Tracking

Adversarial Model Specifications 

❖ Attacker’s Motives:
➢ Good Motive: Anti-tracking for privacy protection

➢ Bad Motive: Escape from being tracked (e.g., law enforcement)

❖ Attacker’s Goals:
➢ Position Attack: Manipulate the position of the drone

➢ Unfollow Attack: Hover and stop tracking

Position and Unfollow Attacks 
❖ Physical adversarial attack on UAV systems with ML-based 

Autonomous Target Tracking (ATT) – Attacking Physical AI

❖ The attack aims to cause (i) Drone Crashing by manipulating 

its position or (ii) Mission Failure by untracking objects

❖ Cyber-Exploit: Physical Adversarial Patches (Adv. Umbrella)
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Attack Evaluation

● Black-box testing on a commercial drone to verify the distance-pulling vulnerabilities in an autonomous tracking drone

● The attack can successfully pull the drone within the distance of being captured or sensor spoofed

● Analyzed the bounding box shrink rate with the attack distance

● Progressive distance-pulling (PDP) can work across a wide range of distances, showing physical robustness

○ Both CNN-based tracker: SiamRPN-ResNet and Transformer-based tracker: MixFormer are tested
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Attack Demonstration

UAV under Attack
White-box End-to-End system

UAV under Attack
Black-box Commercial System

Normal Behaviour
White-box End-to-End system
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UAV Crash via Airspeed Sensor Spoofing

❖ Airspeed sensing is crucial for UAV flight dynamics, particularly 

for regulating throttle, pitch, and overall energy states

❖ Two key airspeed sensing technologies: differential pressure and 

hot-wire anemometry → Both vulnerable to spoofing attacks!!

❖ Cyber-Exploit: Malicious Acoustic Signals 

UAV Total Energy Control System

Airspeed Sensing Technologies
Resonance under acoustic spoofing
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UAV Crash via Airspeed Sensor Spoofing

❖ Rationale: Crash the drone by manipulating throttle and 

pitch commands via airspeed sensor readings spoofing.

❖ Entry Point: Use acoustic signals at resonant frequency 

of the airspeed sensor.

❖ Attack Goal: Reduce throttle response to cause 

aerodynamic stalls. Introduce faults to pitch commands 

that lead to cause a loss of altitude.

❖ Attack Pre-conditions: 
(1) Identify sensor characteristics (resonant frequency).   

(2) Powerful audio source within effective range (~few cm)

Overview on the proposed attack model
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UAV Crash via Airspeed Sensor Spoofing

Hardware-in-the-loop Simulation SetupHardware-in-the-loop Simulation Results
Ground Station

 + Gazebo SITL/HITL

Fixed-wing 
Drone

Function GeneratorAirspeed 
Sensor 

(w/ Pitot Tube)

Acoustic 
Emitter

(Speaker)
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Next Challenge: From Sensor -to- AI Models

Future RV Systems will be AI-based: How sensor spoofing attacks will impact AI-based RV Systems?

AI Algorithms

Xu, Yuan, et al. "SoK: Rethinking sensor spoofing attacks against robotic vehicles from a systematic view." 2023 IEEE 8th European Symposium on Security and Privacy (EuroS&P). IEEE, 2023.



11

Next Challenge: From Sensor -to- AI Models
Future RV Systems will be AI-based: How sensor spoofing attacks will impact AI-based RV Systems?

Xu, Yuan, et al. "SoK: Rethinking sensor spoofing attacks against robotic vehicles from a systematic view." 2023 IEEE 8th European Symposium on Security and Privacy (EuroS&P). IEEE, 2023.
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Cross-Layer Security of Embedded and 
Cyber-Physical Systems
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Transition to CPS from ES
vTU Dortmund Definition: [Peter Marwedel]
Ø Embedded systems are information processing systems embedded into a larger 

product.

vBerkeley: [Edward A. Lee]:
Ø Embedded software is software integrated with physical processes. The technical 

problem is managing time and concurrency in computational systems.

v Cyber-Physical Systems (CPS) are integrations of computation with physical processes 
[Edward Lee, 2006].
Ø The technical problem is managing dynamics, time, and concurrency in networked 

computational + physical systems.

CPS = Embedded System (ES) + physical Environment
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Examples of CPS Security
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Abstract View of an Embedded Systems/CPS/Control System

F cyber-physical systems
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Sensor Spoofing - Compromise Integrity & Availability 
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Attack Example 1: Hall Sensors in Grid-Tied Inverters
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Our Publication
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A Wolf in Sheep’s Clothing: Spreading Pathogens 

A Wolf in Sheep's Clothing: Spreading Deadly Pathogens 
Under the Disguise of Popular Music

https://sites.google.com/view/awolfinsheepsclothing/home
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Negative Pressure Room against Bioterrorism

A negative pressure room maintains lower pressure 
inside with respect to the outside reference space

Air flows from outside to inside so that pathogens 
are trapped inside

Trapped pathogens

Hospital Research facilities Pharmacy
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CCTVs with Speakers could be a Source of Attack
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Inserting Resonant Frequency into Music
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Attack Demonstration

Attack demonstration with a cellphone in a negative pressure room
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Media Coverage
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Abstract View of an Embedded Systems/CPS/Control System

F cyber-physical systems
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Hardware is not Trusted anymore! 

Software

Hardware

Operating System

User

Ø Existing cyber security 
measures assume trusted 
hardware 

Ø Hardware is not trusted 
anymore.
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Untrusted Hardware

Meltdown Spectre Hardware Trojan

Hardware Vulnerabilities Untrusted Supply Chain

Side-Channel

Untrusted Hardware
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Abstract View of an Embedded Systems/CPS/Control System

F cyber-physical systems
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Attack on a 3D Printer – Physical2Cyber Attack

Outline of a Key Being Printed Reconstructed Object Before 
Post Processing

Reconstructed Object After 
Post Processing

80 mm

40
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m

60
 m

m

85 mm

38
 m

m

85 mm

Original 3D-Printed Key Reconstructed Key
Before Post Processing

Reconstructed Key 
After Post Processing

Ø Perimeter accuracy after post processing: 89.72%
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Ø Information Flow Manifested Physically

o Security forensics from physical-to-cyber 

Ø First Acoustic Attack Model for 3D Printing

o Reverse Engineering through Acoustics

Ø Accuracy as high as 89.72% for test objects!

Ø Award

o NDSS 2016 Distinguished Poster Award

Attack on a 3D Printer – Physical2Cyber Attack
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Intellectual Property (IP)

Ø Unique Features

Ø IP in Additive Manufacturing [1]

o Geometric Shape,

o Process Information,

o Machine Information, 

o Stored in Cyber Domain!

[1] M. Yampolskiy et al., “Intellectual property protection in additive layer manufacturing:  Requirements for secure 
outsourcing," in Proceedings of the 4th Program Protection and Reverse Engineering Workshop, p. 7, ACM, 2014.

Source: http://thegreatfredini.com/

Source: http://cartype.com/

Source: http://amolife.com/
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Attack on a DNA Synthesis Machine– Physical2Cyber Attack
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Motivation: A Different Perspective

ØSynthetic DNA market $38.7 billion by 2020 [2].

Crop 
Optimization

Medical
Treatment

[2] Ranjan Singh. 2014. Synthetic Biology Market by Products and ,Global Opportunity Analysis and Industry Forecast, 
2013 - 2020. (2014).

AGGCAGGTTTTCTAGCTGGAACTCCGA

Synthetic DNA Sequences are 
Intellectual Properties. IP ($$$)
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DNA Synthesizer
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Cross-Layer Security in Embedded & Cyber-Physical Systems
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Take Away from the Talk

vCross-layer security threats are real!
vHardware is not trusted anymore. 
vPhysical Environment can not be trusted anymore!
vCross-layer may span multiple layers à P2C2C2P2C
vSecurity should be considered as a first-class design criteria
vDomain knowledge needs to be considered à Multi-disciplinary
vDefenses must consider cross-layer techniques!
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Questions

Thank You for Your Attention

Contact Email: alfaruqu@uci.edu 

Autonomous and Intelligent 
Cyber-Physical Systems Laboratory

mailto:anomadab@uci.edu

