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Meeting Format

» Introductory Comments
» Panelist Introductions
» Panelist Presentations
» Moderated Q&A

» Open Q&A




What is DevOps?

» DevOps is a term introduced by Andrew Shafer and Patrick Debois in their talk
on "Agile Infrastructure* at the 2008 Agile Toronto conference

» “DevOps is a software engineering practice that aims at unifying software
development (Dev) and software operation (Ops). The main characteristic of
the DevOps movement is to strongly advocate automation and monitoring at
all steps of software construction, from integration, testing, releasing to
deployment and infrastructure management. DevOps aims at shorter
development cycles, increased deployment frequency, more dependable
releases, in close alignment with business objectives.” [WikiPedia]

» “One could view DevOps as a generalization of several core SRE principals to a
wider range of organization management structures, and personnel. One
could equivalently view SRE as a specific implementation of DevOps with
some idiosyncratic extensions.” [Google -- Site Reliability Engineering]


https://en.wikipedia.org/wiki/Agile_software_development
https://en.wikipedia.org/wiki/Automation
https://en.wikipedia.org/wiki/Event_monitoring
https://en.wikipedia.org/wiki/Software_build
https://en.wikipedia.org/wiki/Continuous_integration
https://en.wikipedia.org/wiki/Test_automation
https://en.wikipedia.org/wiki/Software_release_life_cycle
https://en.wikipedia.org/wiki/Infrastructure_as_Code
https://en.wikipedia.org/wiki/Continuous_delivery

Who is doing DevOps?

» How many of you currently have a DevOps practice?

» How many of you tried to establish a DevOps practice and
failed or shut down that practice?

» How many of you are interested in establishing a DevOps
practice?
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Site Reliability Engineering
& DevOps

Planning for change

Marc Tamsky
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Traditional Ops Involves
blanket acceptance of

Change: ACCEPT
- Product plans new features N =%
- Developers add them FEATURES

AND

CARRY ON



Is DevOps a
- Concept
- Process
- Practice
- Culture

- Tools
- 7



DevOps is the practice of
operations and development
engineers participating
together in the entire service
lifecycle:

design

!

development

!

production support
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In general, an SRE team Is
responsible for the

» Avallability

e Latency
 Performance

e Efficiency

 Change management
* Monitoring

* Emergency response
e Capacity planning

of their service(s).



SRE Rules

Hope Is not a plan.

New services desiring SRE coverage always exceeds
available SRE budget.



SRE Team Engagement Points

During Design

The earlier an SRE team consultation
happens, the sooner the benefit.

By engaging SRE during the earliest
stages of design — one can verify
that production-ready services are
being included.

Even earlier

Provide product development with a
platform of SRE-validated
Infrastructure upon which they can
build their systems.

By promulgating infrastructure best-
practices SRE allows product
development teams to focus on
Innovation at the application layer.



In your organization,

who Is empowered to critically
evaluate and reject harmful
changes to production?



DevOps Journey
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St. Joseph Health at a glance
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St. Joseph Health IT at a glance
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1.

IT Strategy & Architecture Roadmap

Technology Efficiency
Simpler Solutions

Standardized Platforms

Agile and Scalable Design

Architect for the Future
Private, Public, Hybrid Strategy
Architect for the Business Need
Embrace Future Technologies

. Workforce Productivity

5. Visibility & Transparency

Blended/Shared Support
Optimize Pipeline Management
Invest in New Skills

Business IT Service
IT is a Service Provider
Deliver Services

Manage Programs

Develop IT Cost Model
Measure Success
Visibility Into Everything

End User Computing (EUC) puts
the user first in design,
planning, implementation, and
services.

There is no “One Size Fits All".
Different users have different

needs for how they access and
consume solutions and data.

Our Hybrid Infrastructure
provides an improved price/
performance ratio, on-demand
elasticity, and better
performance/availability to
meet the users needs.

A “Cloud First” strategy with an
emphasis on solution design,
controlled modular integration,
and speed to market.

Applications managed based on
user experience and
consumption needs. Real-time
application delivery and
lifecycle management.

Systems are no longer manually
managed. Automation,
orchestration and continuous
delivery are used to manage all
administrative tasks.

Users get a premium desktop
experience that is device/
location independent, high-
performing and customizeable.

Identity is the real security
perimeter. Access from
multiple users, in multiple
locations, to multiple hosted
resources requires a modern
Federated Identity strategy.

Our Core Infrastructure will be
designed for geographical
access to diverse Internet
platforms, increased user
wireless access and emphasize
scalability and resiliency.
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Perfect Care

DevOps with ITIL

o]0)
O
q0)
4
Qo)
@)
Vp)
Q
O
=
S
)
W
=

Healthiest Communities

Business -+

Personal Computing §

Central -

Communications -

Professional -

What

Infrastructure

E-Mail
Office App

- Web Service

d Desktop/Laptop

PD

Printer

>

g Service Desk {

Security
Telephony
Mobile

Conferencing
gProject Managemen

Consultancy

Training

St.JosephHealth %"—'4_



St. Joseph Health Infrastructure Landscape

Application

Application Patches / Configurations

App Required Configurations |SEEEEEEEANES
* File /Folders

Enable/Disable Services
OS Configurations
Local Users/ Group Access

Security Configurations

- * 1IS/SQL Configurations
Middleware (llS/ SQL) * Add/Remove Sites, DB, etc.

Start / Stop Services

Change 0S Configurations
Patch Management

Operating System

Restart / Reboot

Virtual Server * VM Configurations
* Host State
St ¢ LUN Expansion
Ora ge * Provisioning / Reclamation

VM Image / Template
Deployment / Decommission
Migration

Hypervisor

Isolation / Segmentation

Virtual Network *  Multi-tenant Design
¢ App Network Optimization

PhYSical PhySical ¢ Resource Pool for Storage & Compute
Hardwa re Hardwa re » Standardized Network / Circuit J L_,

St.Josep
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DevOps Objectives

Menu-Based Provisioning Business Continuity & DR
* 1 to 1000’s of servers in minutes * Recover in minutes
* Continuous recovery testing
Security
* Industry leading security Zero Touch
e Automated audit/compliance e Administration
e Continuous configuration management * Support
Dev/Test/Prod Environments Service Level Agreements (SLA’s)
 Eliminate accidental outages e Performance
* Protected environments * Availability
* Test before deploy * Support

St.JosephHealth %'%

Sacred Encounters  Perfect Care  Healthiest Communities



Auto Provisioning, Continuous Delivery & Configuration

Automated Provisioning Continuous Delivery Configuration Management

Manual / Vendor Application | Manual / Vendor

App Required Configurations

Security Configurations
uppet
p pp Middleware (1IS/ SQL)

Operating System } puppet

Virtual Server

A\"411N VRealize Storage
Automation

(VRA) Hypervisor

A\"100 0 vRealize
Automation

Virtual Network (VRA)

Physical Hardware St.]osethealth :: '&
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DevOps Transition Lessons & Considerations

People Process Technology

e Resources e Transition ¢ |dentification
e Skills e Client Impact e Evaluation
e Training e Selection

St.JosephHealth %"—'4_
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ACM Experiences Implementing DevOps
IBM ECM DevOps Journey

Stephen Mason
November 8, 2017

World of
Watson
2016




Requires the DevOps Culture

Lead Time

oo ey
Ah-ha! ‘ o :

Wall of Cénfusion

Feedback




Measurement Is Key - accountability spans operations and development




IBM Enterprise
Content
Management
Journey...

Generally Generally Alpha Generally
Available Available July, 2016 Available
2000’s — current 2014 - 2015 Beta November, 2017

April, 2017

28 World of Watson 2016 11/9/2017



Matthew Form a team of skilled/trusted experts — and SCALE!
Skelton’s

D eV O p S Te am Anti-Type A - Separate Silos Anti-Type B —~ Separate DevOps Silo Anti-Type C - “We Don’t Need Ops”

Topologies
O

Dev Dev Dev MR EYe[' j
Type 1 - Smooth Collaboration Type 2 = Fully Embedded Type 3 - Infrastructure-as-a-Service
Dev | DevOps | Ops

Type 4 — DevOps-as-a-Service Type 5 - Temporary DevOps Team

“®

Dev || DevOps | Ops Dev




IBM Navigator on Cloud

Anti-Type A — Separate Silos

Waterfall from Dev to Ops

Significant technical debt (automation, runbooks)

Operations was an afterthought

Difficult and expensive to operate

Dev Ops

30 World of Watson 2016 11/9/2017



Box Relay (Alpha and Beta)

Type 3 — Infrastructure-as-a-Service
yP Reduced Waterfall from Dev to Ops

Reduced Technical debt

Operations shifting left into development

Operation less difficult but still expensive

Dev| DevOps| |Ops Box and IBM cultural alignment

31 World of Watson 2016 11/9/2017



Box Relay (General Availability)

Type 1 - Smooth Collaboration o
Eliminate Waterfall from Dev to Ops

Eliminate Technical debt

Dev and Ops have shared goals

Adopted SRE model between Dev and Ops

Cultural change largely complete
Dev Ops amv > A P D 4

32 World of Watson 2016 11/9/2017



The Continuous Delivery Maturity Model

Base : Beginner Intermediate Advanced Expert
——————————————~ '3 . S . e S S . S . S i . -
( + Prioritized work \ [ * One backlog per team + Extended team collaboraton + Dedicatedools team + Cross functional teams
= + Defined and documented procass | i + Share the pain + Component ownership « Team respbnsible all the way to prod + No rollbacks {always roll forward)
= I« Frequent commits I o «Stable teams . *Acton metrics . * Deploy diséonnected from Release
= a i 1) I + Adopt basic Agile methods + Remove boundary dev & ops + Continuoug improvement (Kaizen)
3.5-’-'5 I 1 1 + Remove boundary dev & test + Common process for all changes |
S £ i1 + Decentralize decissions I
- l ol |
(o) 1! 1
\ 74 ’

T ST e T i S ' . S e -y,

{° Consclidated platform & technology \ + Organize system into modules l’o No (or minimal) branching + Full component based archilecture + Infrastructure as code \“
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= I, |+ Library mana + Configuration as code ‘
=R I+ Version control DB changes I+ Feature hiding :
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+ Versioned code base § * Polling builds \ “ Auto triggered build (commit hooks) + Zero downtime deploys A Y + Build bakery
+ Scripted builds L g e Builds are stored 1 * Automated tag & versioning * Multiple build machines 1 + Zero touch continuous deploymenis
= + Basic scheduled builds (Cl) 1 | *Manual tag & versioning 1 | * Build once deploy anywhere '+ Full automatic DB deploys i
® o * Dedicated build server 'y * First step towards standardized I} + Automated bulk of DB changes |
SSa * Documented manual deploy , | deploys I' '} + Basic pipeline with deploy fo prod 1
o 2 * Some deployment scripts exsists I} + Scripted config changes |
1 I' | (e.g app server) ; 1
1 ’l | * Standard process for all environments ’l
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r [+ Automatic unit tests * Automatic integratio fests + Automatic component tests (isolated) + Full automatic acceptance tests ‘\ + Verify expected business value
= I» Separate test environment ? + Some automatic acceptance tests + Automatic performance tests 1
o : I I + Automatic security tests I
- - E I : : *+ Risk based manual testing :
@ % =
2= = : 1 | 1
I 1 | |
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What’s Next?

Continuous improvement J

Automate, automate, automate

Incorporate Security into existing
DevOps -> DevSecOps

Development

Operations Security



Notices and
disclaimers
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Copyright © 2016 by International Business Machines Corporation (IBM). No part of this document may be reproduced or transmitted
in any form without written permission from IBM.

U.S. Government Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Schedule Contract with
IBM.

Information in these presentations (including information relating to products that have not yet been announced by IBM) has been
reviewed for accuracy as of the date of initial publication and could include unintentional technical or typographical errors. IBM shall
have no responsibility to update this information. THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY WARRANTY, EITHER
EXPRESS OR IMPLIED. IN NO EVENT SHALL IBM BE LIABLE FOR ANY DAMAGE ARISING FROM THE USE OF THIS
INFORMATION, INCLUDING BUT NOT LIMITED TO, LOSS OF DATA, BUSINESS INTERRUPTION, LOSS OF PROFIT OR LOSS
OF OPPORTUNITY. IBM products and services are warranted according to the terms and conditions of the agreements under which
they are provided.

IBM products are manufactured from new parts or new and used parts. In some cases, a product may not be new and may have been
previously installed. Regardless, our warranty terms apply.”

Any statements regarding IBM's future direction, intent or product plans are subject to change or withdrawal without notice.

Performance data contained herein was generally obtained in a controlled, isolated environments. Customer examples are presented
as illustrations of how those customers have used IBM products and the results they may have achieved. Actual performance, cost,
savings or other results in other operating environments may vary.

References in this document to IBM products, programs, or services does not imply that IBM intends to make such products,
programs or services available in all countries in which IBM operates or does business.

Workshops, sessions and associated materials may have been prepared by independent session speakers, and do not necessarily
reflect the views of IBM. All materials and discussions are provided for informational purposes only, and are neither intended to, nor
shall constitute legal or other guidance or advice to any individual participant or their specific situation.

It is the customer’ s responsibility to insure its own compliance with legal requirements and to obtain advice of competent legal
counsel as to the identification and interpretation of any relevant laws and regulatory requirements that may affect the customer’ s
business and any actions the customer may need to take to comply with such laws. IBM does not provide legal advice or represent or
warrant that its services or products will ensure that the customer is in compliance with any law.



Notices and
disclaimers
continued
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Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly
available sources. IBM has not tested those products in connection with this publication and cannot confirm the accuracy of performance,
compatibility or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products. IBM does not warrant the quality of any third-party products, or the ability of any such third-party products to
interoperate with IBM’ s products. IBM EXPRESSLY DISCLAIMS ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents,
copyrights, trademarks or other intellectual property right.

IBM, the IBM logo, ibm.com, Aspera®, Bluemix, Blueworks Live, CICS, Clearcase, Cognos®, DOORS®, Emptoris®, Enterprise Document
Management System™, FASP®, FileNet®, Global Business Services ®, Global Technology Services ®, IBM ExperienceOne™, IBM
SmartCloud®, IBM Social Business®, Information on Demand, ILOG, Maximo®, MQIntegrator®, MQSeries®, Netcool®, OMEGAMON,
OpenPower, PureAnalytics™, PureApplication®, pureCluster™, PureCoverage®, PureData®, PureExperience®, PureFlex®, pureQuery®,
pureScale®, PureSystems®, QRadar®, Rational®, Rhapsody®, Smarter Commerce®, SoDA, SPSS, Sterling Commerce®, StoredIQ,
Tealeaf®, Tivoli®, Trusteer®, Unica®, urban{code}®, Watson, WebSphere®, Worklight®, X-Force® and System z® Z/OS, are trademarks of
International Business Machines Corporation, registered in many jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is available on the Web at "Copyright and trademark information” at:


http://www.ibm.com/legal/copytrade.shtml
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